Data Processing Addendum (DPA)


MirrorWeb

THIS DATA PROCESSING ADDENDUM is dated 	             2025
PARTIES
MIRRORWEB INC, incorporated and registered in Delaware, whose registered office is at 701 Brazos Street, Suite 970, Austin, Texas, 78701-3232 (Supplier); and
[NAME OF CUSTOMER], a company incorporated in [XXXXX] with company number [NUMBER] whose registered office is at [ADDRESS] (Customer).
BACKGROUND
The Supplier is a company that provides web, social media and communications archiving solutions to support regulatory compliance, litigation, digital preservation and heritage requirements.
The Customer is [INSERT SHORT SUMMARY OF CUSTOMER'S BUSINESS][footnoteRef:1]. [1: ] 

The parties have entered into a separate agreement dated [DATE] (Contract) for the supply of Services (as defined in the Contract) by the Supplier to the Customer.
In connection with the performance of the Contract, the Supplier may be required to process personal data on behalf of the Customer as a processor.
This data processing addendum (DPA) shall apply to such data processing activities and shall form part of and be incorporated into the Contract.
AGREED TERMS
Definitions and interpretation
The following definitions apply in this DPA:
Customer Personal Data: any personal data which is processed by the Supplier as a processor on behalf of the Customer in connection with the performance of the Contract.
Data Protection Laws: all applicable federal, state, and local laws relating to the privacy, protection, and security of personal information, including the California Consumer Privacy Act (CCPA), state comprehensive privacy laws (including those of Virginia, Colorado, Connecticut, and Utah), sector-specific privacy regulations (including HIPAA, COPPA, GLBA, and FCRA), state data breach notification laws, and the EU General Data Protection Regulation (GDPR) to the extent applicable, in each case as amended or superseded from time to time.
Data Protocol: a protocol setting out the types of personal data which will be processed in connection with the Contract, the subject matter and purposes of the processing and the duration of the processing, as set out in Schedule 1 to this DPA and any further data protocol which is agreed by the parties from time to time (and which shall form part of and be incorporated into this DPA).
Data Subject Request: a request from a data subject to exercise the data subject's rights under the Data Protection Laws, including requests for access to personal data, rectification or erasure of personal data, restrictions of processing personal data, and portability of personal data.
Regulator: a regulatory or supervisory authority of competent jurisdiction from time to time with authority under the Data Protection Laws over the processing of personal data.
Law: any law or regulation which applies to this DPA or its subject matter and is in force from time to time.
The terms "personal data", "controller", "processor", "process", "data subject", "data protection impact assessment", "third country", "international organisation" and "personal data breach" shall each have the applicable meaning set out in the Data Protection Laws.
Unless the context otherwise requires, references to clauses are to the clauses of this DPA. 
A reference to a statute or statutory provision is a reference to it as amended, extended or re-enacted from time to time and shall include all subordinate legislation made from time to time under that statute or statutory provision.
The Schedule forms part of this DPA and has effect as if set out in full in the body of this DPA.  Any references to this DPA includes the Schedule. 
A reference to writing or written includes emails but not faxes.
Any words following the terms "including", "include", "in particular", "for example" or any similar phrase shall be construed as illustrative and shall not limit the generality of the related words.
Data processing purposes
The parties acknowledge and agree that this DPA:
0. forms part of the Contract between the Supplier and the Customer relating to the provision of the Services; and
sets out the parties' respective obligations in respect of the processing of personal data under the Contract.
The parties acknowledge and agree that the Customer shall be the controller in respect of the Customer Personal Data and the Supplier shall be acting as a processor in processing Customer Personal Data on behalf of the Customer for the purpose of performing the Contract. This DPA sets out the basis on which the Supplier shall process the Customer Personal Data as a data processor under the Contract.
The Supplier shall also process personal data in connection with the Contract in its own capacity as a controller (where the Supplier determines the purposes and means of the processing, including, for example, contact details for the representatives of the Customer). Except where this DPA refers generally to personal data, the provisions of this DPA will not apply to such processing by the Supplier.
The Customer retains control of the Customer Personal Data and both parties shall comply with their respective obligations under the Data Protection Laws and the provisions of this DPA and any applicable Data Protocol in respect of all Customer Personal Data processed in connection with the Contract including without limitation in the case of the Customer providing any required notices and obtaining any required consents and for the written processing instructions it gives to the Supplier. 
In the event of any conflict or ambiguity between:
[bookmark: _Ref513551875]any of the provisions of this DPA and the provisions of the Contract, the provisions of this DPA will prevail and shall take precedence; and
any provision contained in the body of this DPA and any provision contained in the Schedule, the provision in the body of this DPA will prevail and shall take precedence. 
Data processing obligations
Customer's obligations
[bookmark: _Ref508198078]As the controller, it shall be the Customer's responsibility to ensure that the Customer is entitled to, and has a lawful basis to, process and to authorise the Supplier to process the Customer Personal Data in the manner envisaged by this DPA. The Customer consents to the Supplier processing the Customer Personal Data in the manner envisaged by this DPA for the purposes of performing the Contract. If at any time the Customer has reason to believe that the processing of any Customer Personal Data under this DPA is in breach of the Data Protection Laws, the Customer shall immediately notify the Supplier, together with an explanation of the concern.
The Customer shall ensure at all times that the Customer's instructions to the Supplier for the processing of Customer Personal Data under this DPA comply with Data Protection Laws and that compliance with such instructions would not cause the Supplier to breach the Data Protection Laws. The Supplier shall promptly notify the Customer if, in its opinion, it considers the Customer’s instructions do not comply with the Data Protection Laws. 
The Customer shall be responsible for the provision of fair processing information to relevant data subjects and for obtaining any consents that may be required (in each case to the extent necessary in order to comply with Data Protection Laws) from that data subject. The Customer shall ensure that such fair processing notices are accurate and complete, and that any consents are sufficient in order for the Supplier to lawfully process the Customer Personal Data in the manner set out in this DPA.
The Supplier’s obligations
In respect of the Customer Personal Data processed by the Supplier as a processor on the Customer's behalf, the Supplier shall:
only process Customer Personal Data on behalf of the Customer where and to the extent necessary to perform the Supplier’s obligations under the Contract and Law, and only in accordance with the terms of this DPA, any additional applicable Data Protocol, and any additional written reasonable instructions the Customer may issue from time to time (provided that such instructions are within the scope of the Supplier’s obligations under this DPA), unless otherwise required by law, regulation, court of competent jurisdiction or any other governmental or regulatory body in which case the Supplier shall notify the Customer of this before performing such processing unless the Supplier is prohibited from so notifying the Customer;
ensure that personnel who have access to and/or process the Customer Personal Data are obliged to keep the Customer Personal Data confidential;
not transfer the Customer Personal Data outside of the UK or  European Economic Area (EEA) without complying with the provisions of the Data Protection Laws in respect of such transfer, save that if the Customer requires the Supplier to transfer any Customer Personal Data outside the UK or EEA pursuant to the Customer's instructions, it shall be the Customer's responsibility to ensure that any such transfer complies with the provisions of Data Protection Laws and to notify the Supplier of any specific instructions or restrictions in respect of the same;
notify the Customer if the Supplier becomes aware of any Data Subject Request relating to the Customer Personal Data and the Supplier shall upon the Customer's request provide commercially reasonable assistance, at the Customer's cost, to respond to any Data Subject Request;
provide commercially reasonable assistance to the Customer, at the Customer's cost, in ensuring compliance with the Customer's obligations under the Data Protection Laws with respect to security, breach notifications, consultations with a Regulator or carrying out a data protection impact assessment, in each case in respect of the Supplier’s processing of Customer Personal Data;
implement appropriate technical and organisational measures, taking into account the nature and purposes of the processing, for the protection of the security of the Customer Personal Data to protect against unauthorised or unlawful processing of the Customer Personal Data and against accidental loss or destruction of, or damage to, the Customer Personal Data, appropriate to the nature of the Customer Personal Data to be protected (the Security Measures); 
inform the Customer without undue delay if it becomes aware of the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Customer Personal Data transmitted, stored or otherwise processed by the Supplier;
[bookmark: _Ref508198121]maintain records and information regarding the Supplier’s processing activities in respect of the Customer Personal Data to demonstrate the Supplier’s compliance with this DPA; and
[bookmark: _Ref508198131]allow for audits by the Customer or the Customer's designated auditor of the Supplier’s procedures relevant to the processing of Customer Personal Data, provided that in the case of any audit, the Customer shall:
comply with any reasonable requirements or security restrictions that the Supplier may impose to safeguard the Supplier’s systems, personal data the Supplier holds as a controller and/or on behalf of other customers and clients and the Supplier’s own confidential or commercially sensitive information and to avoid unreasonable disruption to the Supplier’s business and operations;
reimburse the Supplier for any time expended by the Supplier in respect of any such audit, at the Supplier’s then current professional services rates, which shall be made available to the Customer upon request, which costs shall be reasonable, taking into account the resources expended by the Supplier; and
before the commencement of any audit, the parties shall mutually agree on the scope, timing, and duration of the audit.
[bookmark: _Ref518545050]Details of the Security Measures are available from the Supplier upon request and the Customer shall have the opportunity to review and assess the Supplier’s Security Measures in accordance with the Customer's obligations as a controller under the Data Protection Laws. The Customer shall be responsible for ensuring that it is satisfied with the level of security offered by the Suppler in respect of its processing of Customer Personal Data and that the same meet the Customer's requirements as a controller. The Supplier reserves the right to revise the Security Measures at any time without notice, provided that such revisions will not materially reduce the overall security provided for the Customer Personal Data that the Supplier processes in the course of delivering the Services.
The Customer hereby consents to the Supplier appointing the processors set out in Schedule 1 as sub-processors of the Customer Personal Data under this DPA. The Supplier shall have in place a written contract with such sub-processors in respect of such processing of the Customer Personal Data to the extent required under the Data Protection Laws. Where any sub-processor fails to fulfil its obligations under its written contract, the Supplier remains fully liable to the Customer for the sub-contractor’s performance of its agreement obligations in respect of the Customer Personal Data. 
[bookmark: _Ref508198184]The Supplier shall inform the Customer of any intended changes or replacements to any such processors or any additional processors. Within a period of 30 days of the date of notification of such changes, the Customer may object to any such changes on reasonable grounds, in which event either party shall have the right to terminate the Contract on giving the other party 30 days' written notice, without liability to the other party. If the Customer has not objected to any such changes within a period of 30 days of the date of the notification of the changes, the Customer shall be deemed to have accepted such changes.
Liability
Each party's liability under this DPA shall be subject to the exclusions and limitations of liability in the Contract.
[bookmark: _Ref513580772]Change of law
If there are any changes and/or updates to any Law (including Data Protection Laws) or codes of practice issued by the Information Commissioner's Office which require or make it desirable for any amendments to be made to this DPA (as determined by the Supplier), the Supplier shall be entitled to vary this DPA and shall confirm any changes in writing to the Customer.
Termination
This DPA shall terminate on termination or expiry of the Contract. 
The Supplier shall make available the Customer Personal Data for viewing and download purposes only for a period of 30 days after the date of termination or expiry of the Contract (with the costs of any migration or export of any Customer Personal Data being the responsibility of the Customer) after which the Supplier shall destroy or otherwise render all such Customer Personal Data unreadable, and if requested by the Customer, certify the same to the Customer in writing, save to the extent that retention by the Supplier of the Customer Personal Data is (a) required by Law; (b) as a result of the Supplier’s automatic archiving and backup procedures; and/or (c) required to comply with the Supplier’s bona fide internal compliance and audit policies and procedures. The Supplier shall have no liability whatsoever to the Customer in respect of its deletion of Customer Personal Data. 
General
[bookmark: _Ref482801659]This DPA (including any Data Protocols) and the Contract (and any documents incorporated therein) constitute the entire agreement and understanding of the parties in relation to the subject matter of this DPA and the Contract and supersede any previous agreement between the parties relating to such subject matter; and shall apply to the exclusion of and prevail over any express terms contained in any standard documentation of the Customer (including but not limited to any standard terms and conditions of the Customer).  The parties acknowledge that they have not entered into this DPA in reliance upon any statement, representation, assurance or warranty which is not set out in this DPA.
Subject to clause 5, any variation or amendment to this DPA will not be binding on the parties unless set out in writing, expressed to amend this DPA and signed by an authorised representative of each party.
Each of the parties to this DPA is an independent contractor and nothing contained in this DPA shall be construed to imply that there is any relationship between the parties of partnership or of principal/agent or of employer/employee nor are the parties hereby engaging in a joint venture and accordingly neither of the parties shall have any right or authority to act on behalf of the other nor to bind the other by contract or otherwise, unless expressly permitted by the terms of this DPA.
No failure or delay by a party to exercise any right or remedy provided under this DPA or by law shall constitute a waiver or abandonment of that or any other right or remedy, nor shall it prevent or restrict the further exercise of that or any other right or remedy. No single or partial exercise of any right or remedy shall prevent or restrict the further exercise of that or any other right or remedy.
Law and Jurisdiction
This DPA and any dispute or claim (including non-contractual disputes or claims) arising out of or in connection with it or its subject matter or formation shall be governed by and construed in accordance with the laws of the State of Texas.
The parties hereby irrevocably agree to submit to the exclusive jurisdiction of the state and federal courts located in Travis County, Texas to settle any dispute or claim (including non-contractual disputes or claims) that arises out of or in connection with this DPA or its subject matter or formation.
Schedule 1
Data Protocol
Subject matter and purpose of processing
The provision of the Services under the Contract may involve the Supplier processing Customer Personal Data on behalf of the Customer. 
The Supplier shall process the Customer Personal Data on behalf of the Customer for the purposes of providing the Services under the Contract.
Types of personal data to be processed and categories of data subject
The Supplier will process the following types of Customer Personal Data for the following categories of data subjects:
Data subject categories: [for example, employees of the Customer][footnoteRef:2] [2: DRAFTING NOTE: INSERT CATEGORIES OF DATA SUBJECT and INSERT TYPES OF PERSONAL DATA.  This section will need to be completed according to the types of personal data a Customer displays on its website or social media pages and the data subjects to which the personal data relates.
] 

Types of personal data: [for example, content of their social media pages, including  
Identity data, including name, title, nationality and gender;
contact data, including telephone number, postal address and email address; 
professional history.]
Duration of the processing
The Supplier shall not process the Customer Personal Data for any longer than is required for the performance of the Contract or as required under Law. The provisions of clause 6.2 of the DPA shall apply following termination or expiry of the Contract. 
Processors
[bookmark: _Ref511395191]The Supplier may use the following processors who may process Customer Personal Data on the Supplier's behalf in connection with the Contract:
· [xxx]
· [xxx]
· [xxx]
· [xxx]
The Supplier may update the list of its processors from time to time.
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